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This document provides the
reader with an overview of
the Nymi Band’s proprietary
biometric process: HeartID™.
HeartID can validate a
user’s identity based on ECG
sampling, and subsequently
authenticate them in a
secure and continuous
manner.
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The HeartID Technology
ECG Recognition
INTRODUCTION
A biometric is deﬁned as a behavioural or physiological characteristic that is used to
recognize a person’s identity. In order for a biometric to be eﬀective, it must be universal,
unique for each individual in the population, and stable over time1. One of the earliest
biometrics used were ﬁngerprints because they were mostly universal, unique, permanent,
and easy to capture. More recently, facial recognition has become common for
applications ranging from access control to surveillance. One of the challenges with these
biometrics is that they can often be lifted or captured without a person’s consent (known
as skimming).

Electrocardiograms (ECGs), by comparison, cannot easily be captured without cooperation
from the person. ECG is the electrical signal generated by the heart. It requires direct or
very close contact with the user, making it perfect for user-controlled biometric recognition
systems. Unlike ﬁngerprints, latent samples are not left behind on contact surfaces.
Additionally, ECG can be captured in a way that is still very seamless and convenient for
the user.

Standing research supports the use of ECG as a biometric to reliably distinguish people2-8,
. The distinctive patterns present in an ECG signal are a result of several factors of the

13-15

cardiac function that control how the wave is depicted. Electrophysiological variations of
the heart muscle, such as its size and position, along with the timing of blood pumping in
and out of the heart, add to the unique properties of every person’s ECG waveforms5.

Among the strengths of ECG in biometric recognition is its continuous property. Unlike iris
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or ﬁngerprint images that can be scanned at a single point in time, the ECG signal has a
constant ﬂow that allows it to be continuously reassessed to identity a user. The
inconvenience with traditional biometric systems, such as the ﬁngerprint technologies, is
that when the system rejects a user, the user has to swipe or scan their ﬁngers again for
their claim to be reconsidered. Using ECG eliminates this inconvenience by collecting the
signal continuously until the device is conﬁdent it has a match, which also allows the
system to opt for high accuracy and continuous authentication.

Leveraging these inherent beneﬁts of the ECG signal, the HeartID technology employs
cutting edge signal processing and machine learning algorithms to uniquely identify a
person using their ECG biometric.
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HISTORY OF ECG AS A BIOMETRIC
ECG has come a long way since its development by Nobel Prize winning physiologist Willem
Einthoven in the early 20th century10. Since that time, it has become an indispensable tool
in clinical cardiology and is one of the most widely used signals in healthcare. Recorded at
the surface of the body, with electrodes attached in various conﬁgurations, the ECG signal
is studied for diagnostics. In essence, this signal describes the electrical activity of the heart
over time. The output is in the form of a wave that depicts an individual’s unique internal
heart rhythm.

The ECG signal is a relatively new addition to the biometric family. Interestingly, because
diﬀerent individual’s ECGs vary with such signiﬁcance, the medical community has had
diﬃculty creating diagnostic standards for medical applications. Although the unique
properties and characteristics of ECG signals had been observed before and ideas of
biometric applications were discussed in 2001, the process of gathering data was
complicated. Some of the earliest research in the ﬁeld demonstrated the feasibility of using
ECG signals from subjects of various ages and experimenting with electrode placement9,11.
These early reports on ECG biometrics focused on the extraction of distinctive
characteristics from ECG waves, without much consideration for how the technology could
be practically applied.

Similar to facial recognition, early eﬀorts in ECG technology were focused on creating
points of reference for authentication (also known as the ﬁducial approach13). Like
measuring the distance between a person’s eyes or the length of their nose, ECG waves
were analyzed in terms of the relative distances between points and the duration of interbeat intervals. From 2007, systematic eﬀorts from Professor Dimitrios Hatzinakos’ group at
the University of Toronto led the way to analyzing the overall ECG waveform instead of
distinct points of reference for ECG recognition (also known as the non-ﬁducial approach5).
Recently, both ﬁducial and non-ﬁducial approaches have been utilized for ECG biometric14.
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HeartID’s ECG biometric originated from the extensive research conducted at the
University of Toronto5. The original algorithm has been shown to outperform most
contemporary ECG biometric systems8,15. Since its creation, the system has evolved
signiﬁcantly by deploying the latest advances in the ﬁelds of signal processing and
machine learning. It has now matured to deliver the most robust and eﬃcient
commercially available ECG biometric authentication system.

ECG Veriﬁcation and Pattern Recognition
While healthy ECG signals from diﬀerent people
conform to roughly the same repetitive pulse pattern,
small diﬀerences in the overall shape of their waves
reveal signiﬁcant distinctions between individuals (as
illustrated in the ﬁgure to the right). During the
authentication process, HeartID is able to discard noise
from recording artifacts that result from breathing, body
movement or an inadequate connection and instead
focuses on pattern recognition to either accept or reject
the user. HeartID’s pattern recognition engine uses a
unique hybrid of ﬁducial and non-ﬁducial type features
extracted from ECG. This allows the ECG wave to be analyzed for repeated unique patterns
while factoring out artifacts and incidental forms. Following this, machine learning
techniques are employed to improve detection of the user’s unique ECG signature. During
enrollment, HeartID extracts features which are persistent in an individual’s ECG and at
the same time distinguishable amongst a population.
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Heart Conditions and Rate Fluctuations
Medical heart conditions such as cardiac arrhythmias, arterial ﬁbrillations, or implants (e.g.,
pacemakers) do not impact HeartID’s performance. Every heartbeat, even an irregular one,
has a unique signature4. Because these conditions are persistent, HeartID’s pattern
recognition engine learns the condition and includes it as part of the user’s biometric
template4.

In addition, mild variations in heart rate caused by activities such as moderate exercise,
consuming caﬀeine or taking medication do not impact HeartID’s ability to authenticate
the user. During the authentication process, the system is able to ignore low frequency
anomalies and can still correctly identify the enrolled user.

If an individual experiences a severe cardiac event that signiﬁcantly alters their ECG, they
can update their biometric template using a secure process. HeartID can use this updated
template to recognize the individual.

WHY HEARTID IS NOT A MONITORING SYSTEM
The existing HeartID system is not a continuous heart monitoring or medical device, and
cannot be used to diagnose medical conditions. The signal retrieved and processed by the
HeartID system is customized for biometric purposes only. It is possible that future
generations of HeartID could expand to include medical capabilities.
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